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CMMC from an Assessor                           
Organization’s Viewpoint 



What CMMC is NOT:

A requirement that you DO anything other than to 
assess yourself, or get a third party assessment 
every three years (with your own internal annual 
review) as appropriate in your contract.
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Requirements of DFARS 7024 (as of June 9, 2023!):
• RFP must include plans for the continuation of essential contractor services 

during periods of crisis, which must address:

o Contracting Officer SHALL consider SPRS Score

o Provision of essential personnel and resources for operation 
continuity for <30 days during a crisis

o Noted challenges in maintaining essential contractor services

o Time lapse between acquisition of essential personnel and on-site 
availability during crisis

o Alternate facility relocation or WFH components, processes, 
requirements, and identification & training of designated personnel

o Alert and notification procedures for mobilizing designated personnel

o Methods of responsibility expectation communications with 
employees during the crisis
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Overlooked aspects of CMMC 2.0 

• Self-attestation- with teeth- Enforcement of False Claims Act. Sr. 
Company officials now personally held accountable to self-attestation

• Timeline Window: shrinking for OSCs-  1-15 months to comply vs 5-
year roll out

• Providers (ESP’S) likely included in SSP- MSPs, SIEM/SOC, Cloud 
hosting services

• Collecting artifacts: Hashed- new process of collecting and storing 
objective evidence

• POA&MS:  New-found accountability- timebound and enforceable
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What is FCI? Federal Contract Information

•Covered in FAR 52.204-21
• Info contained in contracts
•Not for public release
•Not classified
•Requires safeguarding
•Correlates to Level 1 CMMC
•Contract performance reports

•Organizational/programmatic charts (any 
charts or diagrams issued by the DoD)
•Proposal responses
•Past performance information
•Contract information
•Procedures
• “information, not intended for public 

release, that is provided or generated for 
the Government under a contract to deliver 
a product or service to the Government.”
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What is CUI? Controlled Unclassified Information

• DFARS 252.204-7012
• Correlates to Level 2+ for CMMC
• Privacy information (including health)
• Tax information
• Law enforcement
• Critical infrastructure information
• Controlled technical information
• Financial information
• Intelligence information
• Privilege information

• Anything you create on behalf of the DoD
• Unclassified nuclear information
• Procurement and acquisition
• System or Network vulnerabilities
• Export Controlled Information
• ITAR information
• Standards
• Research and or Engineering Data
• And more……https://www.archives.gov/cui
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LEVEL 2

Advanced Cyber Hygiene
•Level 2 assessment requires that policies and procedures are not 

only documented, but also managed and supported by appropriate 
projects and resource plans.
•There are 110 practices (320 v2, 445 v3 “things to do or have”) 

from NIST SP 800-171 Revision 2 standards that promotes good 
cyber hygiene.
•Certification from C3PAO required, self-attested annual review, 

certification must renew every 36 months.
•DFARS 252.204-7012 Don’t forget c-g

 https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
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CMMC Assessment Process
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CMMC Assessment Process
Assessment Plan :
• Objective Evidence – SSP!

• Asset inventory
• Environment/system description and boundary
• Description of how each of the 110 practices implemented
• Network diagram
• CUI diagram
• Artifact Change control history

PUBLIC RELEASE© 2024 MNSG Acquisition Company, LLC



Best Practices to Readiness
LEAD FIRST
• KNOW thyself: environments, contracts, staff
• Budget

SCOPE WELL
• What is in scope? Determines everything.

• Consider an enclave approach
• Microsoft
• Google
• On-Prem

• Good News/Bad News: Inheritance, tools and consultants
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CMMC and 
ISO 27001 
Cross mapping

60%+ in common

Are you closer than 
you think??
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Links
• DOD FedRAMP m emo:

•
https://dodcio.defense.gov/Portals/0/Documents/Library/FEDRAMP-EquivalencyCloudServiceProviders.pdf

•

• 32 CFR (CMMC Program)
• Dow nloadable PDF of Federal Regis ter text (this  version has page numbers): https://public-inspection.federalregister.gov/2023-27280.pdf

• Federal Register home page for CMMC and comments: https://www.federalregister.gov/documents/2023/12/26/2023-27280/cybersecurity-maturity-model-certification-cmmc-program

• Docket Inform ation (the rule ag enda): https://www.regulations.gov/docket/DOD-2023-OS-0063

• Public comments posted regarding rule: https://www.regulations.gov/document/DOD-2023-OS-0063-0001

• Regulatory Impact Analysis 32 CFR Part 170 (analys is of changes and cos t):https://www.regulations.gov/document/DOD-2023-OS-0063-0003

• Initial Regulatory Flexibility Analysi s 32 CFR (benefits and costs, impact to s mall business ): https://www.regulations.gov/document/DOD-2023-OS-0063-0002

• CMMC Guides (assessment guides, scoping, etc)
• CMMC Gui dance documents hom e and comments  page: https://www.regulations.gov/docket/DOD-2023-OS-0096/document

• Noti ce of Gui dance for CMMC: https://www.regulations.gov/document/DOD-2023-OS-0096-0001

• CMMC Model Overview :https://www.regulations.gov/document/DOD-2023-OS-0096-0006

• Scoping  Guide – CMMC Level 1:https://www.regulations.gov/document/DOD-2023-OS-0096-0007

• Scoping  Guide – CMMC Level 2:https://www.regulations.gov/document/DOD-2023-OS-0096-0003

• Scoping  Guide – CMMC Level 3:https://www.regulations.gov/document/DOD-2023-OS-0096-0008

• Assessment Gui de – CMMC Level 1:https://www.regulations.gov/document/DOD-2023-OS-0096-0002

• Assessment Gui de – CMMC Level 2:https://www.regulations.gov/document/DOD-2023-OS-0096-0005

• Assessment Gui de – CMMC Level 3:https://www.regulations.gov/document/DOD-2023-OS-0096-0004

• Hashing Guide (used duri ng as sess ments only): https://www.regulations.gov/document/DOD-2023-OS-0096-0009

• Assessment Reporting Templates
• Assessment reporting home and com ments page: https://www.regulations.gov/document/DOD-2023-OS-0097-0001

• Paperw ork Reduction Act review : https://downloads.regulations.gov/DOD-2023-OS-0097-0001/content.docx

• CMMC Level 2 Pre-Assessment Reporting: https://downloads.regulations.gov/DOD-2023-OS-0097-0001/attachment_2.xlsx

• CMMC Level 2 Ass essm ent Results Reporting: https://downloads.regulations.gov/DOD-2023-OS-0097-0001/attachment_4.xlsx

•
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